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Introduction
There are a number of different approaches to the reliability
prediction of electronic systems and equipment. Each
approach has unique advantages and disadvantages.

The estimation of product reliability requires knowledge
about the components, the design, the manufacturing
processes and the operating conditions expected.  Empirical
prediction techniques based on modeling past experience and
data present good estimates of reliability for similar or mod-

ified products but may not predict well for new products
using new technologies or environmental conditions. The use
of deterministic physics-of-failure techniques may predict
wearout or end of life reliability with accuracy, but are often
difficult to use and do not predict failures in the other
domains. Field operational data on the same or similar prod-
ucts is the best estimate of a product’s reliability, but is diffi-
cult and expensive to collect or obtain.

The choices of methodology to be used to predict reliability
are summarized in Table 1. The period of time that each
method is effective is indicated by the use of check marks.
The order of effectiveness by relative rank is determined by
experience data and the number of periods for which the
methodology is appropriate.

Obtaining a specific number should never be the sole pur-
pose of a reliability prediction; rather identifying and con-
trolling the factors affecting reliability should be considered
even more important than the predicted number itself.

Test or Field Data Based Predictions
Reliability predictions for modified or off-the-shelf products
often make use of existing equipment (or assembly) designs
or designs adapted to a particular application. Table 2 sum-
marizes the data needed for reliability analyses based on test
or field data.
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Table 1.  Reliability Prediction Methodologies

Rank Method Early Defects Random Events Wearout Description
1 Test or Field Data ✔ ✔ ✔ In-house test or operational data is used to estimate reliability of the

product based on failures and time.

2 System Reliability
Assessment

✔ ✔ ✔ Consolidated assessment technique that combines predictions,
process grading, operational profiles, software and test data using
Bayesian techniques.

3 Similar Item Data ✔ ✔ Based on empirical reliability field failure data on similar products
operating in similar environments. Uses generic data from other
organizations.

4 Translation ✔ ✔ Translates a reliability prediction based on an empirical model to
an estimated field reliability value. Implicitly accounts for some
factors affecting field reliability that is not explicitly accounted for
in the empirical model.

5 Empirical ✔ ✔ Typically relies on observed failure data to quantify part-level
empirical model variables. Premise is that valid failure rate data is
available.

6 Physics-of-Failure ✔ Models each failure mechanism for each component individually.
Component reliability is determined by combining the probability
density function associated with each failure mechanism.
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Table 2.  Use of Existing Reliability Data

Assuming an exponential distribution, a reasonable assumption for
electronic components, the specific prediction for the product is
simply a matter of determining operating hours and types of fail-
ures expected. The failure rate of the product can be determined
from the following equation:

The advantage of predicting from field and test data is that the
reliability results can be accurately determined including the
associated uncertainty of the estimate. The disadvantage is the
difficulty of obtaining and assessing accurate field and test data.

System Reliability Assessment Prediction
The System Reliability Assessment Predictive Modeling approach
takes place in two successive stages, as shown in Figure 1.  First,
the system pre-build model is developed using a consolidated reli-
ability assessment method. This method combines process grading
factors with the operating profile and the initial reliability predic-
tion. This forms the best estimate of product reliability. The second
step consolidates the best estimate with system test and process

data using Bayesian statistical techniques. This is the underlying

methodology utilized in the RAC PRISM (Reference 1) and the
FIDES (Reference 2) reliability assessment methods.

Similar Item/Circuit Prediction
This method starts with the collection of past experience data on
similar products. The data is evaluated for form, fit and function
compatibility with the new product. If the new product is an item
that is undergoing a minor enhancement, the collected data will
provide a good basis for comparison to the new product. Small dif-
ferences in operating environment or conditions can be accounted
for by using translation methods based on previous experiences. If
the product does not have a direct similar item, then lower level
similar circuits can be compared. In this case, data for components
or circuits is collected and a product reliability value is calculated.
The general expression for product reliability calculated from its
constituent components using the similar item method is:

Rp = R1 · R2...Rn

where:

Rp = Product reliability
R1, R2 ...Rn = Component reliability

The advantage to using the similar item prediction method is that
it is the quickest way to estimate a new product’s reliability, and
is applicable when there is limited design information e.g., very
early in the design phase. The disadvantage is the possibility that
the new product will actually be substantially different from the
similar item, resulting in incorrect or inaccurate predictions.

Prediction by Operational Translation
It has long been known that failure rate prediction models
derived from empirical data will yield estimates that deviate
from the actual observed failure rates. Field (operational) relia-
bility differs from the inherent or predicted reliability because
empirical models only assess inherent component reliability, and
the reliability of systems in field operation includes all failure
causes, including induced failures, problems resulting from inad-
equate design, system integration problems, manufacturing

Information Required
Product

Field Data
Product

Test Data
Piece

Part Data
Data collection time period X X X

Number of operating hours per
product

X X

Total number of part hours X
Total number of observed mainte-
nance actions

X

Number of “no defect found”
maintenance actions

X

Number of induced maintenance
actions

X

Number of “hard failure” mainte-
nance actions

X

Number of observed failures X X
Number of relevant failures X X
Number of nonrelevant failures X X

Time Operating

Failures ofNumber 
  Rate Failure =

Figure 1.  System Reliability Assessment Modeling Approach
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defects, etc. Since, the intent is to assess total system reliability
including all factors that can affect system reliability, a transla-
tion may be necessary to convert the empirical predicted failure
rate to an expected field failure rate. Specific techniques and
models for determining the translation factors may be found in
Appendix A of the RAC publication “Reliability Toolkit:
Commercial Practices Edition” (Reference 3) or RADC-TR-89-
299 “Operational Parameter Translation” (Reference 4).

The advantages of this technique are the ease of use and appli-
cation of environmental factors for harsh conditions. The disad-
vantage is the lack of up-to-date empirical data and the limited
number of translation scenarios.

Empirical Model Prediction Techniques
Empirical models are those that have been developed from his-
torical reliability data bases. This data can be either from fielded
applications or from laboratory tests. As a result of the manner in
which these models are developed, their relevance is a function
of the data used to derive them. Therefore, reliability predictions
will vary as a function of the specific empirical prediction
methodology used, because the empirical data on which they are
based was collected from different sources and environments.
The methodology, the source of the models and the type of data
utilized are shown in Table 3.

Part Count Prediction
The parts count method is generally used to analyze electronic cir-
cuits in the early design phase, when the number and type of parts
in each class (such as capacitor, resistor, transistor, microcircuit,
etc.) are known and overall design complexity is likely to change
during later phases of design/development. The method starts with
the listing of the part types and their expected quantities. Reliability
data is then taken from source books or software programs such as
MIL-HDBK-217 (Reference 6), PRISM (Reference 1) and TEL-
CORDIA SR-332 (Reference 7). Failure rates, quantities of parts
and adjustment factors are multiplied and the results for each part
type are summed to determine the product reliability.  (If PRISM is
used, then all default values are accepted which is equivalent to the
“Parts Count” method.) This method assumes that the times-to-fail-
ure of the parts are exponentially distributed. The general expres-
sion for a product failure rate using this method is:

where:

λproduct = Total failure rate (failures per unit time)
λGi = Generic failure rate for the ith generic part
πAi = Adjustment factor for the ith generic part 

(quality factor, temperature factor, 
environmental factor)

Ni = Quantity of ith generic part
n = Number of different generic part categories

Detailed Stress Prediction
The part stress analysis method is used in the detailed design
phase when individual part level information and design stress
data are available. The method requires the use of defined mod-
els that include electrical and mechanical stress factors, environ-
mental factors, duty cycles, etc. Each of these factors must be
known, or be capable of being estimated, so that the effects of
those stresses on the part failure rates can be evaluated. Table 4
shows several major factors which influence device reliability.

Table 4.  Major Influence Factors on Device Reliability

As an example, a stress-temperature failure rate plot is shown in
Figure 2. As can be seen from the plot, the failure rate increases as
the temperature goes up, or as the applied stress (voltage) increases. 

Methodology Source of Model Type of Data
Part Count 

and/or 
Detail Stress 

Analysis

RAC PRISM*

MIL-HDBK-217
TELCORDIA
IEC-TR-62380 (Ref. 5)
FIDES Guide

Military/Commercial, mixed Environments
Military, mixed Environments
Commercial, Telecommunications
Commercial, Telecommunications
Commercial, mixed Environments

Table 3.  Methodology, Model, and Data Type

* For PRISM this is not simply a choice between the 2 different methods, but rather a
continuum between these two extremes based upon the number of program default val-
ues selected rather than unique values inserted.
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Device Type Influence Factors
Integrated Circuits Temperature

Package Type
Supply Voltage

Semiconductors Temperature
Power Dissipation
Breakdown Voltage
Material

Resistors Temperature
Power Dissipation
Type

Capacitors Temperature
Voltage
Type

Inductive Devices Temperature
Current
Voltage
Insulation

Switches & Relays Current
Contact Power
Type
# of Activations
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The advantage of the empirical prediction is the ease of use as
the various models for components already exist in the literature.
The disadvantage is that the data base may be outdated resulting
in inaccurate estimates for new technology components.

Physics-of-Failure Prediction
The objective of any physics-of-failure analysis is to determine
or predict when a specific end-of-life failure mechanism will
occur for an individual component in a specific application. A
physics-of-failure prediction looks at each individual failure
mechanism such as electromigration, solder joint cracking, die
bond adhesion, etc., to estimate the probability of component
wearout within the useful life of the product. This analysis
requires detailed knowledge of all material characteristics,
geometries, and environmental conditions. Specific models for
each failure mechanism are available from a variety of reference
books (Reference 8).

The advantage of the physics-of-failure approach is that accurate
predictions using known failure mechanisms can be performed
to determine the wearout function. The disadvantage is that this
method requires access to component manufacturer’s material,
process, and design data. In addition, the actual calculations and
analysis are complicated activities requiring knowledge of mate-
rials, processes, and failure mechanisms.

Comparison of Popular Prediction Tools
A comparison of some of the more popular electronic reliability
prediction tools is shown in Table 5.

Confidence Levels of Predictions
In general a reliability prediction cannot be linked to a specific
confidence interval, as might be done with a demonstration test
or when measuring failure rates from field returns (References 9,
10, and 11). The primary reasons for this inability to define a
confidence interval are:

• Reliability prediction models, including PRISM, FIDES
Guide and MIL-HDBK-217, are typically based on part

data gathered from a variety of sources. Complete mod-
els are not usually developed from a single data source. 

• In some cases, while it might be possible to calculate a
confidence interval for some basic part failure rate, it is
practically impossible to predict the confidence interval
for all of the modifying parameters, even when they are
based upon well known and widely used physical accel-
eration laws, e.g., Arrhenius or the Inverse Power Law.

• In addition to the variability associated with developing
the models, there is also human variability involved in
making prediction assumptions, analyzing the data,
counting of field failures, and even in the failure defini-
tions themselves.  

Thus, because of the fragmented nature of the part and environ-
mental data and the fact that it is usually necessary to interpolate
or extrapolate from available data when developing new models,
no statistical confidence intervals should be associated with the
overall model results for any given prediction.

References for Further Study
1. PRISM, “System Reliability Assessment Software Tool”,

Reliability Analysis Center (RAC), 1999.
2. FIDES Guide 2004, Issue A, Reliability Methodology for

Electronic Systems, September 2004.
3. Reliability Toolkit: Commercial Practices Edition,

Reliability Analysis Center (RAC), 1995.
4. RADC-TR-89-299, “Reliability and Maintainability

Operational Parameter Translation,” 1989.
5. IEC 62380 TR Ed. 1.0 “Reliability Data Handbook - A

universal model for reliability prediction of Electronic
components, PCBs and equipment”, August 2004.

6. MIL-HDBK-217F, Notice #2 “Military Handbook,
Reliability Prediction of Electronic Equipment,” 1995.

7. SR-332, Issue 1 “Reliability Prediction Procedure for
Electronic Equipment,” TELCORDIA, May 2001.

8. Pecht M., “The Reliability Physics Approach to Failure
Prediction Modeling,” Quality and Reliability
Engineering International, Vol. 6, 1990.
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Figure 2. Trimmer Ceramic Capacitor Failure Rates/Stress Plot from MIL-HDBK-217
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Table 5.  Electronic Reliability Prediction Tool Comparator

Notes: 
1Year of Manufacture can have a significant impact due to the momentous growth in reliability resulting from improvements in the manufacturing
processes of many electronic parts.
2Process Grading accounts for factors, other than part failures, that impact system reliability.
3Predecessor Analysis is a means of predicting field failure rate of a newer model assembly or system based on a comparison of the old and new pre-
dictions and the field experience of the earlier model.
4Bayesian Analysis allows for further refinement of the failure rate based upon other empirical data.

Attribute Electronic Prediction Tool

Methodology

Reliability Prediction
of Electronic

Equipment (MIL-
HDBK-217)

Reliability Data
Handbook IEC-

TR-62380

Reliability Prediction
Procedures for

Electronic Equipment 
(TELCORDIA)

Reliability Prediction
and Database for

Electronic and Non-
electronic Parts

(PRISM) FIDES Guide 2004
Version/Date/Source “F”, Notice 2 

February 1995
Edition 1 
August 2004

SR-332, Issue 1 
May 2001

1.5 
July 2003

Issue A
September 2004

For More Information http://assist1.daps.dla.
mil/quicksearch/

http://www.ute-
fr.com/

http://www.telcordia.
com/

http://rac.
alionscience.com/
prism/index.shtml

No web site as of yet
fides@innovations.net

Distribution Method Handbook Handbook Handbook Software Handbook
Application Military Commercial Commercial Military and

Commercial
Commercial

Updates Anticipated No Yes Yes Yes Yes
Metric Used Failures per 106

Operating hours
Failures per 106

Operating hours
Failures per 109

Operating hours
Failures per 106

Calendar hours
Failures per 109 Calendar
hours

Software Available/
Multiple Suppliers

Yes Yes Yes Yes Not at Present

Environmental Inputs
Environmental
Predefined Choices

14 12 Limited to 5 37 7

Additional
Environmental
Modifiers

None None None Operating Temperature,
Dormant Temperature,
Amplitude & Frequency
of Thermal Cycles,
Relative Humidity,
Vibration Level

Operating Temperature,
Amplitude & Frequency
of Thermal Cycles,
Relative Humidity,
Vibration Level,
Ambient Pollution Level,
Overstress Exposure

Factors Directly Addressed Within the Various Part Failure Models
Part Model Type Multiplicative Multiplicative Multiplicative Additive Additive
Operating Profile No Yes No Yes Yes
Thermal Cycling No Yes No Yes Yes
Thermal Rise in Part Yes Yes No Yes Yes
Solder Joints Failures No Yes No Yes Yes
Induced Failures No No No Yes Yes
Year of Manufacture1 No Indirectly No Yes Indirectly
Process Grading2 No No No Yes Yes

Additional Features
Failure Rate Data Base
for Other Parts

Limited Limited No Yes Yes

Software Model No No Yes Yes No
Infant Mortality No No Yes Yes No
Dormant Failure Rate No No No Yes Yes
Predecessor Analysis3 No No No Yes No
Test Data Integration No No Yes Yes No
Bayesian Analysis4 No No No Yes No
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About the Reliability Analysis Center
The Reliability Analysis Center is a world-wide focal point for efforts to improve the reliability, maintainability, supportability
and quality of manufactured components and systems.  To this end, RAC collects, analyzes, archives in computerized databas-
es, and publishes data concerning the quality and reliability of equipments and systems, as well as the microcircuit, discrete
semiconductor, electronics, and electromechanical and mechanical components that comprise them.  RAC also evaluates and
publishes information on engineering techniques and methods.  Information is distributed through data compilations, applica-
tion guides, data products and programs on computer media, public and private training courses, and consulting services.  Alion,
and its predecessor company IIT Research Institute, have operated the RAC continuously since its creation in 1968.  

For further information on RAC START Sheets contact the:

Reliability Analysis Center 
201 Mill Street
Rome, NY 13440-6916
Toll Free:  (888) RAC-USER 
Fax:  (315) 337-9932

or visit our web site at:

<http://rac.alionscience.com>

9. Romeu, J.L., Confidence Bounds for System Reliability,
RAC Publication, SOAR-4.

10. Romeu, J.L., Combining Data, RAC START Sheet 2004-1,
COMBINE <http://rac.alionscience.com/pdf/COMBINE.
pdf>.

11. Romeu, J.L., Statistical Confidence, RAC START Sheet
2002-4, STAT CO <http://rac.alionscience.com/pdf/
STAT_CO.pdf>.
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